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When you hear “Observability and Al”
What is the first Use Case you think of?

4 I
Monitor and
Optimize the

Al/LLMs we host
\ %

2

Monitor usage of
CoPilot, Claude,
Cursor, Codex

)

N

3

Integrate
Observability into
IDE, e.g: via MCP

j

a4

A different
use case - or —
no thoughts!




Based on what | see, I've prepared this!

3 Things | hope you take away today + maybe a bonus point ©
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ANTHROPIC CLAUDE CODE MONITORING

NG

“What’s different in observing an
app, an Al or a workflow?”

-

D Agent
@ Ask

= Plan

v Observability Agent
Observability Score

Performance Analysis

Ctrl+Shift+1

Z

Ask . »ns/vulnerabilities, or invest
Configure Custom Agents... 4
+  Observability Agent ¥  Claude Sonnet 46 ¥ o= A

J

“How can my Al become better
with close observability loops?”

CLAUDE = -

elemetry by setting CLAUDE _CODE_ENABLE_TELEXETRY»1 and pol

ENGINEERING METRICS
wat‘i‘:esAdded umm:;r;“:e::Removed
L 51.20K 8.42K

. token usage, sessions, and ool

| activity from Claugie Code [ Q1

J

“How to maximize the outcome
while staying within budget?”

e






New to OTel? 12 Koans of OpenTelemetry!

A playful way to understand observability: https://otel.mreider.com/

per node / per pod

api-sve arders—svc

Collector

One collector per node (DaemonSet) or per pod (sidecar).
Applications send to localhost. Lightweight work: batch,
enrich

centralized

Agent {Mode 1)  Agent (Mode 3)|  Agent (Node 2)

Load Balancer

Collector Collector

Backends (Jaeger, Prometheus ..}

Centralized collectors behind a load balancer. Receives
telemetry from agents. Heavy processing: sample, route,
aggregate

function checkout(order) {

let total = calculateTotal(order)

chargePayment(order.user, total)

updateInventory(order.items)

return { status: "confirmed" }

let span = tracer.startSpan(”checkout™)

console.log("done™)

span.setAttribute("order.id", order.id)

meter.record("order.total", total)

span.end()

Q


https://otel.mreider.com/

3 Types of Traced Systems: App, Agentic, GH Workflow

Its all Spans: but they tell a different story and enable different use cases

onfig --local --name-only --get-regexp core\.sshCommand

sr/bin/git submodule foreach --recursive sh -c "git config --local --name-only --get-regex...

®
[
°

“Aah — the root CAUSE of my HTTP “Aah — THAT workflow called the “Aah — THAT GitHub action
500 is THIS exception!” SAME tool 10 times!” connects to the WRONG k8s!”

s



Type 1: Analyzing Root Cause of an App Request

What caused a problem? Exception, Database, CPU, Memory ...

& Distributed | -+ Add traces (©)
Q v vV C' Refresh

ExceptlonS (') @ Early access :9\:‘ Provide feedback [7

07:55 AM 8 AM 08:05 AM 3:10 AM 98 AM 0820 AM

10 records @ Group by: Exception message i §84 [ Columns =

Exception class Exception message Contribution breakdown + Count Failed Fallure rate
- PHP Deprecated 370 0%

langgraph.errors.ParentCommand 330
14 270
13 13 INTERNAL: falled to charge card: could not charge the card: rpc error: code = Unk 250
Error 250
*connect.Error not_found: Flag not found 210
error 30
org.dynatrace.microblog.exceptions.NotLoggedInException null 20
grpc._channel._MultiThreadedRendezvous <_MultiThreadedRendezvous of RPC that terminated with: status = StatusCode.DEA 10

org.dynatrace.profileservice.exceptions.BioNot FoundException Bio for user with id "2732" not found 10




Type 2: Understand an Agentic Worklow

What tools are executed, which models used ...?

Plavaround
':’ @& Al Observability Overvigw Service Healt X Prompts (Preview) + Connection @

{3} AT Agent and LLM overy Select timeframe v

{3 opena

Al Model: ® GPT-40 Provider: ® OpenAl

Node types Failed Requests: # 12/12 Cache Hits: @ 456

£} Agents
Q@ Model praviders

C.‘. LLM madels 2 LLM Requests 1,234 total (12 with alerts)

Guardrails Triggered: ® 23/23

1 LM calls 2 ‘ Tokens Used 45,678 total (healthy
B Vector 08 ; \ WARN Logs 8 (all with alerts)
= ERROR Logs
2=+ Conversations
Avg Response Time
Node status
2 AMfacted by sroblem ; ** Explain problem
[ ) Sh A £} View problem details
X ow only Agents
[* Debug with Prompt Explorer




Type 3: GitHub Workflow Insights

Insights into your Workflows, Actions, Bash, Agents ...

) 368 ] 3K ) 13K
s 1 ¥ 3K

s 460

oo
()

<)

https://dt-url.net/devrel-pl-github-thoth
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Simulate your own OpenTelemetry

PS5 C:\GitHub\grabnerandi\otel-demo-service> python .\app.py

@ Distributed Tracing  Explorer  Exceptions + Addtraces @

OTEL Demo Service Control

ai provider nar ) "Service id” = SERVICE-B1330047B3520050 Last 2 hours v C Refresh

M Grouping G Groupby:.. v [ 398 columns hidden =
ai-agent-application Start tim Duration Genaisystem  Genairequest.. Gen airespons.. Gen ai usage input tok vice Gen ai prompt ..
# Mar 18, 14:21:59.01 102.66 ms _openai gpt-d.1-mini-2.. _gpt-4.1-mini-2. 2,395 langchain-arch... 297633476682..

Purpose: simulate a LangGraph and LangChain RAG agent running an autonomous shopfront.  Mar 18, 15:40:42 210,71 ms | opanai opt-4.1-mini-2.. | gpt-4.1-mini-2 2,394 langchain-arch, 6ead17116491

Topology: gateway, agent API, graph runtime, retrieval, tools, and commerce backends share one trace. A Mar 18, 14:17:55 81 9453 ms  openai gpt-4.1-mini-2.. gpt-4.1-mini-2 2391 langchain-orch 2df9003df99d3...
Signal shape: spans include GenAl model, token, cache, tool, and guardrail observability fields. # Mar 18, 15:55:52.76 158.27 ms  openai gpt-4.1-mini-2...  gpt-4.1-mini-2 2,391 langchain-orch. d3bbBbaaldde
A Mar18,14:21:07601  189.99ms openai gpt-4.1-mini-2..  gpt-4.1-mini-2. 2,389 langchain-orch... 5f612c0f254...
Failure modes: vector search slowness, LLM rate limits, tool failures, cache staleness, and checkout delays.
A Mar18,14:21:46254 16956 ms openai gpt-4.1-mini-2.. gpt-4.1-mini-2 2,386 langchain-orch, ffos8baz26cke
Best for: validating Al agent observability, RAG flow analysis, and autonomous commerce operations.

& Mar18 141638 0o 17026 me ananai ne-A 1 ominiz? | Ant-A 1-mini-? 2384 lanarhain-nrrh Fo00ATARIEIT

i F2) March 18, 2026 at 14:2158.965 tion: 395.74 == ID: 2976334766821 77e058bb34 a
Path: scenarios/ai-agent-application.py & fapilagent/trade Eadi wihe = [ Close details Maximize * X
Status: Running

me, endpoint, service, or attributes  19spans  Trace duration: 395.74 ms
PID: 2

langchain.plan_trade i Edit in notebo.
200.0 ms m: e e: langchain-orche

lapilagentitrade  shoptront-gateway

182.66 ms
Scheduled Problems "

agent_api.handle_trade shopfre

guardrail.pre_execution
S5 L slow . Remove
403 slow_vector_search for 60 min ! redis.session_lookup

rag,retrieve_context
* = llm_rate_limit for 60 min Remove t| qdrant.search
rmal langgraph.execute_workflow

el . . n langchain.plan_trade
* emove
tool_failures for 60 min taoL.pricing.lookup
pricing.v1.PricingService.Quate pricing-service
* — guardrail_blocks for 60 min Remove L tool.inventory.reserve
+ inventory.v1.InventoryService.Reserve

tool.order.submit
TN r i Remove
403 stale_inventory_cache for 60 min . Jinternalforders  order-service

payments.v1.PaymentLedger.Capture
403 *** — checkout_latency for 60 min Remove E guardrail.post_execution
toal.notification.send

- notifications.dispatch  notification-servic
slow_vector_search 0 Add
- = langchain.summarize_trade

00:00 =

10 req/min
Logs  Exceptions
python
Stop pentelemetry
@records  Openwith S8 Tracelogs  Span logs M Columns
48.8



https://github.com/wolfgangB33r/otel-demo-service
https://github.com/wolfgangB33r/otel-demo-service
https://github.com/wolfgangB33r/otel-demo-service
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Instrument your own LLM Challenge! :

¢

M) openLLMEES

OPEN ECOSYSTEM Topics Challenges About @ Reduce Telemetry Noise: Adventure 03 | Expert is Live! #

Challenges » The Al Observatory opentelemetry, ai, openlimetry, jaeger

] . . KatharinaSick ©
.~ "
‘ Challenges > ‘ ‘ The Al Observatory > tags > Latest Hot “"In Adventure 83: The Al Observatory, you made it to RaviHyral aboard the Perihelion

(ART). But now Outpost Verada's monitoring team is complaining — ART's traces are a
mess. Non-standard span names, missing token usage, and Jaeger drowning in noise from
every single request.

Y= Topic
x Your mission? Fix the instrumentation, record errors properly, and filter out the noise.
L About the The Al Observatory category

adventure-03 . .
) . ) @ Expert: The Noise Filter
Welcome to the third adventure in the Open Ecosystem Challenge series! a
Your mission: investigate a mysterious bandwidth anomaly at a remote
research station by instrumenting its Al system. This is a hands-on

journey thro... read more

In this level, you will take ART's observability from “technically working"” to closer to
production-ready.

2 What You'll Learn:

Instrument & Debug a RAG Pipeline: Adventure 03 | * GenAl Semantic Conventions: How to follow the OpenTelemetry GenAl spec for LLM
spans, including token usage attributes.

Intermediate is Live! ‘ ; / _
] . » Tail Sampling: How to configure the OpenTelemetry Collector to keep only meaningful
opentelemetry, ai, prometheus, openlimetry, jaeger traces (errors and slow requests in this case) and drop the rest.

Instrument Your First LLM: Adventure 03 | Beginner is Live! The Tech Stack:
opentelemetry, ai, openlimetry, jaeger, the-ai-observability « Python & Ollama (Local LLM)
LangChain & Qdrant (Vector Database)

@ Reduce Telemetry Noise: Adventure 03 | Expert is Live! OpenTelemetry & OpenLLMetry
’ Jaeger

opentelemetry, ai, openlimetry, jaeger o
Kubernetes (pre-provisioned)



https://community.open-ecosystem.com/
https://community.open-ecosystem.com/
https://community.open-ecosystem.com/
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Observability in the Al-Delivery Lifecycle

Provide code suggestions based on insights, change it, validate it ...

) File Edit Selection View Go Q. Untitled (Workspace) o
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Analyze my security and
performance hotspots
based on my
observability data
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Observability in the Al-Delivery Lifecycle

Provide code suggestions based on insights, change it, validate it ...

~J File Edit

+vO® - | @ X

otelcol “connection refused"” logs 11,92 GB 2162M 0

Subtotal: ~176 GB

B W g O

Session Totals
Metric Value
Total data scanned ~614.6 GB
Cé Budget consumed 61.5% of 1,000 GB
Remaining budget ~385 GB
@ Successful queries 15

Failed queries (parse errors / wrong field) 8

y

&

Cost Observations

Q

* ~58% of data scanned (=358 GB) came from just 3 queries that scanned the full logs index without a tight filter — the two failed service.name attempts
and the loglevel summary on currencyservice.

» * The correct pattern — filtering by k8s.deployment.name with matchesPhrase() — is much more targeted and should be the default for all future queries
against logs in this environment.

* The span queries are relatively cheap (~6 GB each) since the spans index is smaller than logs,

CoGd

2 ! otelcol-configyml141-143
Basedon|

®

4+ (D Agent v Claude Sonnet 46 v o=

=

G Llocal v © Default Approvals D

Ded - o =

Agents, Skills,
Instructions

VAN
| |

N J
VT
&S

4

Diagnostics Agent
Performance Agent
SRE Agent
Debugging Agent
Scaling k8s Agent

N Y,




A COSTS OF AGENTS



3 Lenses on Al Usage, Cost and Guardrails
Models, MCPs, Agents

e N )

i i ANTHROPIC CLAUDE CODE MONITORING
openai 3 genai-model amazon :: claude-opus-4-1- Number of Init Events by MCP Client
20250805-v1 o0 ELHUDE Monitors cost, token usage, sessions, and tool activity from ge (3 Q1
7 -
- H Enable telemetry by setting CLAUDE_CODE_ENABLE_TELERETRY*1 and pol
2.20s 1.57s I < A R
. 0,2 v 5.05 600 CDDE or full setup structions, see the GitHud example [ or the Claude Code moy

# 9K # 6K o i ENGINEERING METRICS
E 916.25K g 928.59K 300 b . il-l i|||= Lines of Code Added Lines of Code Removed
18.28uss 19.45uss 200 ,i-!IE::i; : : i " i LinesAdded LinesRemoved
@ 1.8 @ 1.8 m: I'IIIIIIhI |"|' ] II'l | ptlals Jll'l' ' :i i '"Illlllhllll illi |;|IlIIII |’ I||I||.|| 5 1 ° 20 K 8042 K
N\ O\ - J
“Which model is best for every use “Which tools are used? Which “Who is using this? And what’s
case?” tools aren’t? And Why?” the ROI?”

i | 26



Analyzing different Models — A/B Testing

All data is on the spans or comes in through metrics

Il Overview Manage all alerts

openai.chat @ Edit in notebook

ai-travel-a

@ Traffic and Latency ©

) Duration: 801.16 ms

arch attributes

Time to response : Response time per model

ada

® amazon.tit..remier-v1:0
claude-2.1
claude-0p..0250805-v1
deepseek-lim-r1:7b
gemini-1.5-flash-002

® gemini-2.0-flash-001
gemini-2.5...view-03-25
gpt-35-turbo

® gpt-4-tur..2024-04-09

Time to first token : Invocation latency + New alert X
openal

apt-4o0-mini




MCP Usage Observability

Understand how often your MCP is used by which agent, which tools ...

[CA] [Dynatrace MCP Server] MCP Client Tracking & Read-only

|3
Tracking MCP Client Usage (Dem

Sesslons Number of Init Events by MCP Client
100 * @lbrech... ® @n8n/n8...
350 & Cine * Curser
countDistinct(dt.rum.session.id) | ® JetBrains_. ® JetBrains_
<y © JetBradns.. @ JetBrains...
@ QDEVCU + Roo Code
250 ® Visual St * Visual St
200 ® Windsurf o antigravit..
z o augment.. o caude-ai
158 ® claude—co.. @ codex-mc..
® codex-shell o continue-...
100 ® continue-... O Cursor-vs..
ol ® dex-moni * devwarp_
» dt-local-.. & dr-script
o dynatrace.. @ fetchlogs..
Top 10 used MCP Clients
client_name + initEvents versions
| claude-code 4780 21.74,2172,2170,2163,2169,2173,215, 2145 21.71,2.1.12, and 24 more
mep 439 0.1.0
codex-mep-client 2,856 0.114.8, 0.112.8-alpha.3, 8.115.0-alpha.4, 8.108.0-alpha. 12, 8.112.9, 8.113.0, £.111.0, 0.184.0, 0.108.8-alpha.8, 8.187.8, and 3 more
github-copilot-developer 1630 100
q-chat-plugin 1533 100
cursor-vscode 1,237 180
Visual Studio Code 947 1.1110,1.1101,1109.2 11100, 1.106.1, 1.109.5, 1.188.2, 1.109.4, 1.107.1, 1.188.1, and 9 more
opencode 849 1.2.24,1222,1.2.20,1.2.19,1.217,1.2.23,1.2,6,1.2.19, 1.2.21, 1.2.16, and 2 more
kiro 658 0.0.0
claude-al 684 0.10
Number of Init Events by MCP Client (IDEs only)
s JetBrains-Alicopiot -intelti]
JetBrains-IC/copilot -intell§
] JetBrains-1U/copilot-intellij

- é I [

Q




MCP Client / Coding Agent Insights:

Coding Agents exposing OTel Metrics, Logs or provide an API to pull metrics

& ANTHROPIC CLAUDE CODE MONITORING

CLAUDE  omooommmemesens
E@E For full setup instructions, see the GitHub example [ or the Claude Code monitoring docs [
Total Users Total Cost (USD) Total Tokens
Users Cost Tokens
4 365.29 413.03M
TRENDS AND COST BREAKDOWN
Cost Over Time Token Usage Over Time
usse AJ"«’ ’\iﬁr A“).u'\ nlu 2.:‘}‘":7“ '\V.Ar A./‘j.u\ o
ENGINEERING METRICS
LinesAdded LinesRemoved o (.
51.20K 8.42K ‘ L
Git Commits Pull Requests Number of PRs ove

TotalCommits TotalPst | |



Adoption and Impact Analytics at Scale

See trends, tool usage, identify hotspots, ...

Code Statistics

Which programming languages are most commonly used

GHCP Lines of Code Generated by Language GHCP Lines of Code Cumulative Trend by L
markdo... markdo...
python @ typescr..
tsx python...
typescr... ® tsxecu..
json ® java-cu..
java ® htmlec...
@ html ® jsonscu...
rust ® go-cum...
s LI ~ go 0 ® javascri...
€ Feb 22 Mar 1 Mar 8 Mar 15 > Tanarrt € Feb 22 Mar 1 Mar 8 Mar 15 4 e
GHCP Lines of Code Generated by Copilot Feature GHCP Lines of Code Generated by Language and Copilot Feature
< agent_edit markdo...
i 2 ® chat_pane.. R ® python..
\/ code_com... tsx-age...
'\/ /\; @ chat_pane... ® typescr...
,./ \ / | ® chat_pane... ® jsoneag...
e \ / \ f \1 ® chat_pane... ® java-ag..
J Vil | @ chat_inline ® html-a..
\ / ] -y - | @ chat_pane.. ® rust-ag...
oL ¢ 5  ® chat_pane.. 0 @ go-age...
€ Feb 22 Mar1 Mar 8 Mar 15 P € Feb 22 Mar 1 Mar 8 Mar 15 2> Taainarst
Model Statistics
Which LLM models are most commonly used
GHCP Lines of Code Generated by Model GHCP Lines of Code Generated by Model and Feature
claude-opus-4.6 claude-opus-4.6-agen...
® claude-4.6-sonnet claude-4.6-sonnet-ag...
claude-4.0-sonnet claude-4.0-sonnet-ag...
® claude-4.5-sonnet claude-4.5-sonnet-ag...
® gpt-5.3-codex gpt-5.3-codex-agent_...
©® claude-4.5-haiku gpt-5.4-agent_edit
o gpt-54 ® claude-4.5-haiku-agen...
® auto auto-agent_edit
(] @ claude-opus-4.5 claude-opus-4.5-agen...
€ Feb 22 Mar 1 Mar 8 Mar 15 > € Feb 22 Mar 1 Mar 8 Mar 15 > RN ASIRR

ant-5 2







Detecting bad patterns in observability data is simple!
Duplicated Spans, excessive logs, unexpected dependencies ...

Automate through a Daily Standup Reminder Automate and Push the results back to your Pull Request!
%o Merged VOS5 v95 [3 into main

PlatformBot APP 11:22 AM v argoapp/app.yml [% K 1 Viewed [D ¢ % Administrator merged 5 minutes ago
; Da"y ObservabilitYInSights b o * Administrator mentioned in com b3d71 5 minutes ago

Your team is currently owning 23 services running T R G R D G © 2

across 3 environments. i o Dynatrace Site Reliability Guardian evaluation completed for 'backend-service'. Guardian
| Your Observabilitty Score iS 4 5 (out Of 10) _ b 2 == '‘Observability Score' completed with a status: FAIL
. . . 4

Here are some things you can improve today! manifests/rollout.yml (2 o Viewed [ 3 Overall score

container logs

A New NullPointerException in the payment service x
C, Duplicated Spans in the /api/checkout endpoint e 58 . N——
B 10% of logs have no log level _ it i service .formance
&% 2 SQL Statements that can be optimized e o e

pod availability

synthetic...ilability

Please click here to see more details 11:22 AM

version




Demo: Observability in your PR-Flow
We don’t need to prompt an agent to ask for feedback

@ Backstagé R . Owmer Lifecycle
- [ ] Team Andi preprod

nnlon . b " 5 ] &
& Search . .
OVERVIEW

A Home

4 Relations

Kubernetes Deployments




| am done now — so ...

3+1 Things | hope you took away from this today

4 N [ N [ A

\_

O Agent Ctrl+Shift+I
® Ask
= Plan
v Observability Agent V4

Observability Score
Performance Analysis

Ask . »ns/vulnerabilities, or invest
Configure Custom Agents... .

—

+  Observability Agent ¥ Claude Sonnet 46 ¥ o= ar

J

“Observability beyond apps: Al,
Workflows, CI/CD ...”

“Integrate Observability Loops
into your Al Development”

ANTHROPIC CLAUDE CODE MONITORING
c L H U D E Monitors cost, token usage, sessions, and tool activity from Clauge Code [3 1

Enable telemetry by setting CLAUDE _CODE_ENABLE_TELEMETRY»*1 and pol
C D D E For full setup mstructions, see the GitHub example (3 or the Claude Code mo

ENGINEERING METRICS
LinesAdded LinesRemoved
51.20K 8.42K
- /

“Observability helps you optimize
usage and impact!”

“Some problems can be solved with simple automation!”

i | 34
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